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Whitepaper Snapshot
The last few years have seen significant momentum behind the “Consumerisation of IT” in
the enterprise and mobility has undeniably been a key factor in these developments.
Smartphones and tablets running multiple operating systems and supporting a multitude of
applications, while offering increased choice for users, are creating a new set of challenges in
the workplace, where IT departments face the challenge of protecting data, intellectual
property, and ensuring compliance.
This is especially evident in the UK Public Sector, where multiple departments handle areas
as diverse as delivering social security, administering urban planning and managing national
defence requirements. In order to provide control elements such as policy and assistance on
the security of communications and electronic data, the UK government has a body called
CESG*, the National Technical Authority for Information Assurance (IA) that protects the
interests of the UK by providing policy and assistance on the security of communications and
electronic data, working in partnership with industry and academia.
As part of CESG’s work, it has undertaken a series of minimal due-diligence risk assessments
for a variety of smartphone platforms including the BlackBerry OS, iOS, Symbian and Windows
Phone. Android was not assessed. It has also identified the network topology and system
interconnections required to support the various platforms and summarised the risks of each
offering when holding Impact Level 2 data.
Impact levels (IL) summarise the consequences to an organisation or a given security
evaluation if data is leaked, damaged or lost, or the integrity or availability of a piece of
information is compromised. These vary from 0 (no impact) to 6 (catastrophic impact), and
are used at all levels of government to help value information assets. UK RESTRICTED is
Impact Level 3 for Confidentiality. Many businesses protecting valuable information and
Intellectual Property will likely hold information at a similar level to IL2.
In this paper, Strategy Analytics analyses the results of a series of interviews undertaken with
IT decision makers from across a range of departments in the UK public sector. These
discussions were the basis of research undertaken to understand the challenges they are
encountering in the face of the four Cs: Compliance, Control, Cost and Consumerisation.
Strategy Analytics assesses the CESG recommended network set-ups, the relative control
0ptions associated with these architectures, the suitability of different operating systems,
and the implications regarding total costs of ownership for these different implementations.

*NB: CESG were not involved in the creation of this report.
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1 Executive Summary
Building an optimal enterprise mobility solution is a challenging task. This is even more
the case with the UK government, where a number of impact levels (IL) are designed to
safeguard valuable information.
Information security within the UK Government is critically important, often containing
highly valuable information from data on individual citizens to confidential state secrets.
The UK government has designated Business Impact Levels (IL) to identify the impact of a
loss of confidentiality, integrity, or availability of data or services. These are numbered
from 0 (no impact) to 6 (serious impact).
IT systems are accredited to handle up-to a given maximum set of Impact Levels, with
more security being needed to handle higher impact data. IL2 is the level which the UK
Government believes that all service providers should be operating at and should be
implemented across the public sector. IL3 data carries with it more stringent and
potentially expensive requirements.
Broad correlation between Impact Levels, public sector and private sector organisations
Impact Level

Government Department

Private Sector Equivalent

IL2 = Protect (=

Most Local Government,

Typical Medium to Large

‘Best Commercial

excluding citizen identifiable

Business

Practice’)

data

IL3 = Restricted

Ministry of Defence (MoD)

Financial Services/Banking

What emerges from the analysis is that the optimal solution requires a carefully
considered view of the complete end-to-end enterprise mobility solution: the
network architecture, connectivity between the core network and device endpoint,
as well as the device and Operating System itself.
Based on the premise that a chain is only as strong as its weakest link, the optimal
solution encompasses a layered security approach. A solution should incorporate:
•

High level cryptographic standards such as AES 128/256 and/or Triple DES and
can take account of securing data in transit and data at rest.
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•

Device Operating Systems must be secured using comprehensive device
management, encompassing a comprehensive range of IT polices that can be
enforced through a central, administrative console.

•

Devices themselves need a high number of technical controls that do not
require user intervention and can be administratively controlled; a reliance on
procedural or manual controls opens the way for a higher degree of residual risk.

The direction the government is taking will also open up BYOD (Bring-your-own-device) in
an attempt to save on hardware costs (by offloading costs to users), and handle the
increasing pressure that departments are facing in supporting different types of
smartphones and tablets. When one interviewee was asked to describe the pressure from
consumer devices, he stated, “We are holding a line, but it’s getting harder to handle.” 1
Nevertheless, while BYOD may be an irresistible trend, it may not necessarily result in
positive cost savings.
According to Tony Doyle, head of ICT services at Blackpool council:
"I don't believe the right reason to introduce a BYOD policy is to make cost savings. My
sense at the moment is that it's costing us more because of the extra burden on the
helpdesk, and the cost of software to manage the devices," he told the InfoSec
conference in London.
"I also think you've got to factor in that if it all goes wrong, the local authority may fall
foul of the information commissioner for a breach and get a £500,000 fine." 2

The enterprise mobility landscape is fraught with opportunity and risk,
which in many ways mirrors the challenge that IT departments face:
one of enablement as well as control.

1

Interview 2

2

Blackpool ICT boss: BYOD doesn't save money
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While BYOD offers the possibility to drive down cost, maximise reuse of resources, and
optimise worker efficiency, this is not necessarily a given as securing multiple platforms
and users is complex and expensive and should not happen at the expense of security.
Within this paper, Strategy Analytics enterprise mobility TCO analysis encourages an
understanding of the cost to support multiple devices with multiple operating systems over
several years.
A key finding of this research is that the cost of setting up and managing devices using
Walled Garden architecture is more expensive than using a BlackBerry set-up and this is
before analysing technical and procedural controls required on the platforms themselves.
Walled Garden is a term that is interchangeable with “sandboxing” or “containerisation”. A
sandbox typically provides a tightly-controlled set of resources for guest programs to run in.
Network access, the ability to inspect the host system or read from input devices are usually
disallowed or heavily restricted. Most mobile device management (MDM) platforms that
support multiple platforms operate sandboxed environments, such as Good for Enterprise or
Sybase (SAP) Afaria. The impact on user experience is that a user has to log in each time they
want to enter a protected or sandboxed areas of the platform e.g. email, protected files or
applications against which IT policies are enforced.
The chart below summarises Strategy analytics’ assessment of the relative strengths and
weaknesses of different Operating Systems based on Strategy Analytics analysis, interviews and
CESG guidance and assessment.

Source: Strategy Analytics
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Some key points emerge from the analysis:


A single supplier providing an end-to-end architecture mitigates the maximum
amount of risk.



Encryption for data-at-rest and in-transit is essential. The higher the level of
cryptography the better.



VPN solutions work well for the PC world, but have an impact on battery life and
increase vulnerability when not connected in the mobile world.



Poor setup or software implementation can render the most secure solutions
vulnerable.



An MDM server such as the BlackBerry Enterprise Server is essential to provide
sufficient support for IT policies.

To better understand the costs, Strategy Analytics has undertaken a Total Cost of Ownership
(TCO) analysis of the two main architectures suggested by CESG: RIM BlackBerry Architecture
and Walled Garden (WG) model. The following findings emerged from the analysis:

Overall TCO for Year 1 & Year N: BlackBerry & Walled Garden Architecture (100 Users)

GBP 120,000
GBP 104,650
GBP 100,000
GBP 80,000

GBP 75,250
BlackBerry

GBP 60,000

Walled Garden
GBP 40,000
GBP 20,000
GBP 0
Year 1 Costs (New Deployment)
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GBP 56,000

GBP 54,900

GBP 54,000
GBP 52,000
GBP 50,000
GBP 48,000

BlackBerry
GBP 47,450

Walled Garden

GBP 46,000
GBP 44,000
GBP 42,000
Year N Costs
Source: Strategy Analytics


BlackBerry offered a lower overall TCO across all user counts.



On a 100 user deployment it costs 39% more to deploy non-BlackBerry devices
using a ‘Walled Garden (WG)’ approach than BlackBerry devices in a BlackBerry
Enterprise Server (BES) deployment.



BlackBerry running costs after Year 1 are 14% lower than using a WG approach.



The TCO on a BlackBerry in a 100 user company operating to IL2 in Year 1,
factoring in all associated costs, is £294 ($454, €367) cheaper than an alternative
smartphone



BlackBerry devices are typically lower cost than other Android, iOS or Windows
Phone Smartphones.



BlackBerry data plans are on average lower than alternative smartphone plans.



Fewer network elements are required for initial setup of BlackBerry network
architecture, resulting in lower CAPEX. Additional gateways, routers, firewalls and
a Reverse Proxy Server and additional network layers (Access and Presentation
Layer) are required for the Walled Garden setup.



Walled Garden Installation and setup costs are higher.



BlackBerry Support costs can be higher than alternative providers in the Walled
Garden approach, depending on the level of support acquired.



BlackBerry Enterprise Service Plans are higher cost.



MDM CALs (Client Access Licenses) are typically higher cost than BlackBerry
Enterprise Server (BES) CALs

In summary, Strategy Analytics found that the costs of utilising the BlackBerry solution
not only provided the most secure platform but also the lowest TCO when considering
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all elements of the network, required device management and the devices themselves
running at IL2.
Based on this cost analysis, Strategy Analytics would suggest the following:


Consider all costs associated with deploying an end-to-end solution: this includes
network architecture, transport and device OS capabilities, and reuse of existing
network resources. Often optimising an existing setup can be more cost-effective
than changing the setup completely. For example is it cheaper to move to BlackBerry
Mobile Fusion than move to Walled Garden architecture with a new MDM provider?



Consider the hidden costs associated with BYOD. BYOD may appear to be a quick and
easy way to drive greater productivity and efficiency as well as drive down cost, but
the cost of managing these solutions can actually result in many hidden costs when the
end-to-end solution is considered.



Training and support are key cost factors that need to be considered when
deploying an enterprise mobility solution. If the UK government changes the criteria
for devices, consider the costs of not only making changes and supporting multiple
platforms, but also hidden costs and time constraints involved in training.



OEMs and device OS manufacturers need to ensure greater technical controls on
their platforms to limit platform vulnerabilities. While BlackBerry remains the
enterprise benchmark and iOS has progressed well with iOS 5, most Operating Systems,
especially Windows Phone and Android have a long way to go to be considered viable
options.
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2 Introduction
Information security within the UK Government is critically important, often containing highly
valuable information from data on individual citizens to confidential state secrets. As such its
information assurance arm, the CESG, devised a system of accrediting providers of
communications services called “Security Procedures for Telecommunications Systems and
Services”.
This requires bids and tenders from UK Government Departments for
products and services to be accredited to IL2 or IL3 standards. These
terms, Business Impact Levels 2 or 3, essentially require the telecoms
operator or service provider to pass an audit based on ISO 27k.

Business Impact Levels are correlated with the Government’s security classification hierarchy
as follows:


IL0 = n/a



IL1 = n/a



IL2 = Protect (= ‘Best Commercial Practice’)



IL3 = Restricted



IL4 = Confidential



IL5 = Secret



IL6 = Top Secret

Levels IL2, IL3 and IL4 also require adherence to so-called “CIA” standards, where
Confidentiality (C) means that data cannot be eavesdropped or stolen, Integrity (I) means that
data cannot be changed or corrupted, Availability (A) means that in the presence of certain
kinds of attacks the system retains its ability to provide communications services.
IL2 is the security level which the UK Government believes that all service providers should be
operating at and should be implemented across the public sector. IL3, with its requirement for
enhanced data security (C, I) carries far more stringent and potentially expensive
requirements, necessary to maintain the confidentiality and integrity of data.

What is being audited and accredited is not a specific device, operating
system or technology, but an Information Security Management System
(ISMS), which identifies risks and the controls or countermeasures to
address them. The ISMS is the complete system of management processes
and mechanisms which should be in place to assure the organisation against
those threats which come within its scope.
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Data, systems and processes need to be segregated, supported by secure IT systems and
content management systems, and employ use of encryption, enhanced physical security and
personnel screening. As a consequence a product or service accredited to IL3 needs to meet
rigorous standards.
The growing strategic importance of mobility has seen the CESG consider smartphones and the
recommended provisioning, configuration, management and network architecture to support
them, as part of its guidance. At present RIM’s BlackBerry Enterprise Solution is the only
mobile data solution approved by CESG. Nokia’s E5 and E72 with S60 Symbian3rd Edition FP2
devices have also attained IL3 Status.
This paper examines the CESG enterprise mobility recommendations for IL2, covering network
set-ups and suitability of different operating systems; BlackBerry Enterprise Solution, iOS,
Nokia Symbian S60 and Windows Phone 7 and Android (not covered by CESG guidance). The
report draws on CESG guidance and a series of interviews undertaken with IT decision makers
across a range of departments in the UK public sector to understand the challenges they face
and looks at the way the UK government is addressing the challenge of enterprise mobility.
Many companies in the private sector will have similar needs and requirements to those
outlined from the UK Public Sector outlined in this paper. In any business, the principle of CIA
(Confidentiality, Integrity and Availability) is critical: assuring data cannot be intercepted or
adapted and preventing damaging denial of service (DoS) are all critical to ensuring the
network and the information it protects are secure. Mobile devices represent the endpoint for
an organisation and therefore vulnerabilities in the way they link to the network, and the
Operating Systems on the devices themselves will represent challenges for any company.
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3 Business Challenges
Mobility offers the opportunity for departments to do their jobs more effectively and
efficiently, but also presents complex challenges in managing devices and content securely.
The UK Government is wrestling with the issues posed by the advances in mobility, such as the
fast-pace at which mobile technology is changing, the increasing volume of requests around
Bring-Your-Own device (BYOD) from users, and the cost challenges of supporting numerous and
often proprietary systems to ensure that content and the mobile devices on which it resides
are secure and managed to high standards.
Figure 1: Why did you deny personal devices from connecting to corporate systems in your
organisation?
Mobile
governance in
general
33%

Security
50%

Incompatibility
with IT systems
9%

Other
5%

Regulatory
Issues
3%

Source: Strategy Analytics 2011
As Figure 1 highlights, organisations are facing a variety of security and governance challenges
when it comes to supporting non-IT provisioned devices. This further emphasises why the UK
public sector is required to meet the IL2 and IL3 guidelines outlined in Section 2.
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4 Managing Risk: A Chain is only as Strong as its Weakest Link
The amount of data accessed on mobile devices within organisations is growing exponentially.
Traditionally, network architectures were primarily designed with PCs and notebooks as device
endpoints. The relative uniformity of x86-based computers, primarily running Microsoft
Windows resulted in a corresponding development in network architectures, which are largely
ill-equipped to deal with the challenges now facing companies deploying multiple devices,
operating systems and device architectures to access company network resources. In this
environment, it is critical to assess the correct network and device setup to assess residual
risks.
The fundamental purpose of assessing the ability of suppliers to meet rigorous standards is to
make a proper risk assessment. By understanding risk, it is possible to mitigate that risk and
assess the likelihood that vulnerability could be exploited and lead to a business impact. This
depends on the way the network is architected, as well as how well devices and content are
managed, typically through Mobile Device Management (MDM) servers such as BlackBerry
Enterprise Server (BES) or middleware from another MDM vendor.
Managing risk can broadly fall into two Control categories:


Technical Control: This is the most desirable control, as it is technical function that
can be employed to treat a particular risk that can be fully managed by an IT
department without user intervention.



Procedural Control: A less desirable control, as it is a manual function that requires a
user or administrator to follow an agreed process to treat a specific risk.

Once both control types have been applied, what remains is:


Residual Risk: The risk that remains even after technical and procedural controls have
been applied.

It is clear that the more technical controls can be applied, then the more
robust a solution will be, for example the ability to disable as many
functions on a device as possible that could lead to residual risks. This
becomes more compelling when coupled with additional security layering,
such as operating different parts of the network on separate LANs or
disabling internet access from provisioning terminals.

The risks that public sector customers face can broadly be divided into two areas: Network
Architecture elements and Device elements.
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4.1 Network Architecture Elements
To ensure the integrity of an Information Security Management System (ISMS), it is critical to
understand how network architecture can impact the security of any solution, especially in the
following areas:


Provisioning: How easy is it to provision user devices securely without compromising
any element of the core network?



Management Interfaces: For example how to manage open ports, ensure secure
routing for web browsing and wireless connectivity (Wi-Fi and Bluetooth-vulnerabilities
associated with wireless enabled devices)

There are two suggested network architectures, one based on RIM’s BlackBerry Enterprise
Server (Figure 2) and another based on a VPN set-up using a third party MDM server (Figure 3).

Figure 2: Type 1 Architecture: BlackBerry Enterprise Solution

Source: Strategy Analytics and CESG
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Figure 3: Type 2 Architecture: Walled Gardens for Remote Access

Source: Strategy Analytics and CESG

4.2 Device Elements
As chain is only as strong as the weakest link, therefore if on-device
elements in the Operating System display vulnerabilities, this could
compromise elements all the way back to the core network.

Threats can be broadly divided into the following areas:


Physical Attacks: Extracting content from storage, device theft, exploitation via
physical interface e.g. USB port.



Software Attacks: Theft of credentials, password guessing, exploitation of software
implementation, exploitation of weak cryptographic algorithms, compromise of
enterprise infrastructure



Transport Attacks: Interception of Data in Transit/man-in-the-middle, exploitation via
wireless interface e.g. Bluetooth, Wi-Fi

Managing both network and device elements effectively is critical to mitigating risk.
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5 Mobile Enterprise Solution Assessment and Analysis
Mobile enablement is becoming critical for many government departments and private-sector
companies to access information ubiquitously. Access to information needs to be managed
securely, with protection of the core network absolutely critical. CESG guidance stipulates the
need to separate the elements of any solution onto different LANs (or VLANs) and firewall
these elements along with other recommended guidance. This mitigates the maximum amount
of risk.
As examined in Section 4, an Information Security Management System (ISMS) needs to be
carefully designed and implemented to ensure that the introduction of a mobile service does
not threaten to compromise the integrity of the network. It is critical to identify risks and the
controls or countermeasures to address them. The ISMS is the complete system of management
processes and mechanisms which should be in place to assure the organisation against those
threats which come within its scope.
This process begins with managing the network architecture to afford maximum protection to
the core network, and extends to device lifecycle management and the relative strengths and
weaknesses of device operating systems.
While the principles around architecture are broadly consistent across
departments, key variables that also emerged from interviews included
whether the systems were insourced or outsourced, the varying sensitivity
of data depending on department, the ease with which users are able to do
their jobs within the architectural framework and also changing approaches
from the UK Cabinet Office on ITC Strategy such as its “End User Device
Strategy”4 or Protected Marking Schemes.5

5.1 Network Architecture
At present, only RIM’s BlackBerry Enterprise Solution and Nokia E5 and E72 devices running S60
Symbian 3rd Edition Feature Pack 2 have been approved by CESG. Other elements of the VPN
suggested network setup may also have certifications and approvals, such as some VPN
aggregators and mobile device management components.
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5.1.1

BlackBerry Enterprise Solution Architecture
The network architecture utilising RIM’s BlackBerry Enterprise Server (BES) is an end-to-end
design that forces all traffic and information to pass through an encrypted tunnel from the
device to the BES. The BlackBerry device will have controlled access to services within the
enterprise such as email and access to internal web applications (see Figure 2).

There are a number of services in the BlackBerry Enterprise Service (e.g.
Attachment Service, Mobile Data Service (MDS)) that can be installed on a
single server or several servers on security or performance grounds. Many
of the public sector customers interviewed were running separate instances
of MDS, Attachment Server and BES on security and performance grounds,
as they were running secure, high availability environments according to
CESG best practice.

The BlackBerry Router in the DMZ provides authentication and authorisation of BlackBerry
devices. An additional check is also applied, as outgoing TCP connectivity is required from the
BlackBerry Router to the public BlackBerry Relay to allow the BlackBerry smartphone access to
the enterprise. OTA updates can also be configured by allowing access on a port (https) from
the MDS.
The BlackBerry Enterprise Server acts as a comprehensive MDM server, supporting over 500 IT
policies and all BlackBerry devices and policies can be accessed from the administration
console - BAS (BlackBerry Administration Service). It is critical that the BES and BAS are kept
secure as they provide the gateway to the enterprise.
The Internet Browsing Gateway represents existing infrastructure such as a proxy server,
filtering, monitoring and auditing that may already exist within the enterprise infrastructure.
All internet browsing from the BlackBerry Smartphones should be routed over the secure
connection to the BES (specifically the Mobile Data Service (MDS) component) and through this
infrastructure to ensure the same protections are in place for browsing from the mobile
devices as there are for the enterprise desktop infrastructure.
By utilising the BES solution, the following should be achieved:


Confidentiality and integrity of data in transit between BlackBerry Smartphones
and the enterprise is provided by the proprietary protocols within the BlackBerry
Enterprise Solution.



Controls allow the BlackBerry Smartphones access to a limited subset of enterprise
services.



Security policies on the BlackBerry Smartphones are enforced through the BES.
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5.1.2



The BlackBerry Router should be installed in a DMZ.



Other BES services can be separated to reduce risk to the enterprise.

Walled Gardens for Remote Access (VPN)
For connecting devices such as iOS, Symbian and Windows Phone (Android has not yet been
considered by CESG but we believe it would follow the same approach), all data traffic is
forced over a VPN to ensure integrity of data in transit and is terminated by a VPN Gateway in
the Access Layer of the Walled Garden. For iOS and Nokia this is an IPsec VPN, and TLS 3 for
Windows Phone. Communications between the device and enterprise network reach a
Presentation Layer, which provides mediated access to a subset of enterprise services such as
email and internal web apps. The Presentation layer is formed by an external firewall, but a
reverse proxy is recommended to provide a layer of abstraction between the device and the
core network.
A Certificate Authority is used as the root of trust and is a critical element to cryptography in
the Walled Garden architecture. X509 certificates are used for endpoint authentication with no
re-use across devices. Controls should only allow access to a subset of enterprise services and
access to services is provided through the Directory Service. All mobile Internet browsing
should pass through an Internet Browsing Gateway (to be routed via the VPN to ensure
consistency with the desktop infrastructure).
Security policies on devices are handled by:


The iPhone Configuration Utility for iOS (and/or an MDM server)



An MDM Server for Symbian



Exchange ActiveSync for Windows Phone (and/or MDM server)

5.2 Network Architecture Assessment
It is important to assess the relative strengths and weaknesses of both architectural
approaches in the context of provisioning, management interfaces and wireless
connectivity, as all are critical in ensuring the security of any enterprise solution.

3

Transport Layer Security (TLS) is a cryptographic protocols that provide communication security over
the Internet.[1] TLS and SSL encrypt the segments of network connections at the Transport Layer,
using asymmetric cryptography for key exchange, symmetric encryption for privacy, and message
authentication codes for message integrity.
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All public sector customers interviewed were BlackBerry customers as BlackBerry is the
dominant solution in UK public sector, and highlighted specific advantages and challenges of
both network set-ups.
5.2.1

Provisioning
The BlackBerry is enrolled on the corporate network through enterprise activation which is
ideally fulfilled by tethering the device to a provisioning terminal using the BlackBerry
Administration Service (BAS), or can also be done over the air using a password (and the
password needs to be treated as highly sensitive if this method is used).
Provisioning for iOS, Symbian, and Windows Phone devices differs between each platform:


For iOS, provisioning is carried out through the iPhone Configuration Utility (iPCU) that
would sit on the provisioning terminal. The iPhone Configuration Utility allows IT to
create, maintain, encrypt, and install configuration profiles, track and install
provisioning profiles and authorised applications, and capture device information
including console logs. Configuration profiles are XML files that contain device security
policies, VPN configuration information, Wi-Fi settings, APN settings, Exchange account
settings, mail settings, and certificates that permit iPhone to work with a specific
enterprise system.



For Windows Phone it is not possible to provision via USB, so a wireless enterprise
access point secured by WPA2 with pre-shared keys must be used to set email
accounts, policies and other device parameters.



For Nokia Symbian S60, the Nokia Configuration Tool (NCT) operating on the
provisioning terminal and connected to the device via USB can be used. The Nokia
Configuration Tool (NCT) is a PC application that enables IT to manage the settings of
Nokia Symbian phones via USB or Bluetooth. With NCT, various settings can be
configured, like Wireless-Local Area Network (W-LAN), Email, Internet Access Points
(IAP), and VPN on a single phone or several phones at the same time. Files, contact
cards, and applications can also be transferred from the phone to the PC and viceversa.



Android has never been considered by CESG in its guidance, but would need to be
provisioned through Mobile Device (MDM) software, running on a dedicated, ideally
non-networked, provisioning terminal.

In terms of provisioning, the BlackBerry Administration Service (BAS)
provides the clearest way to provision multiple devices securely over the
air and enforce in excess of 500 IT policies on the device. This is further
supported by individual device PINs that lock device configuration against
those set out by an IT Administrator in BES.
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While USB provisioning is the preferred method of configuration, OTA activation can allow for
secure, untethered activation of multiple devices which is ideal for IT decision makers
operating across multiple sites or geographies. As one interviewee commented, “Once content
is on the BlackBerry, I know it is secure.” 4
While both Apple and Nokia also offer configuration tools that allow for
provisioning of devices, updating policies and making policy or
configuration changes to devices without a physical connection to the
provisioning terminal is not possible without the use of a third party Mobile
Device Management (MDM) server.

In terms of provisioning, public sector customers interviewed were mostly operating to IL3
level and tended to apply guidelines rigorously, only using non-networked provisioning
terminals. Indeed, customers with both premises-based IT set ups and outsourced IT required
customers to bring their BlackBerry devices in to have them provisioned or updated 5 locally,
rather than OTA.
Two departments interviewed wiped the devices completely, providing a corporate image to
users with all unnecessary applications and content removed, while other provided devices
with the relevant carrier image.
In order to meet base-level requirements for ongoing management of non-BlackBerry devices it
is necessary to install a Mobile Device Management (MDM) server. Several viable companies
such as Good for Enterprise were mentioned in interviews but provided vastly different levels
of service capabilities. Some advantages highlighted included support for secure mobile web
browsing in tandem with a mobile internet browsing gateway and secure document editing.
VPN solutions were criticised in several discussions as impacting user experience and having a
detrimental effect on battery life. One interviewee commented that the impact of a
sandboxed experience on a mobile device was negative, as a user has to log in each time
they want to enter a protected or sandboxed area of the platform e.g. email, protected
files or applications against which IT policies are enforced. 6

4

Interview 4

5

Interviews 1, 2 and 3.

6

Interview 1
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5.2.2

Management Interfaces

The ability to control and configure management interfaces are important
for the security of any enterprise mobile solution and allow IT to manage
open ports for access to services, set APNs and ensure secure routing for
web browsing.

The BlackBerry Enterprise Server (BES) acts as a comprehensive MDM platform which allows for
enforcement of over 500 policies and individual workgroup configurations. BES management
interfaces are highly configurable, and updates can be enabled or disabled depending on the
requirements of the IT department. The BES administration console also allows role based
administration to allow different levels of access to certain management features, dependent
on the privileges of the user.
Importantly web browsing can be forced to route via the corporate web browsing gateway.
This can be supported through the deletion of BlackBerry Internet Browsing service books
(when provisioned) on a user’s device and approved websites can be controlled through the
MDS. Wireless access can be disabled through BES and policies can be updated as required if
ports are opened. All traffic between the device and BES uses symmetric key cryptography
Advanced Encryption Standard (AES) and Triple Data Encryption Standard (Triple DES).
For iOS, Windows Phone and Nokia Series 60, it is necessary to put extra measures in place. An
MDM server is an optimal way to control and manage IT policies.

All web browsing traffic on

these devices needs to be routed via an Internet browsing gateway and a private Access Point
Name (APN) is a way of ensuring communication between the mobile device and enterprise is
isolated from the public mobile network. Transport typically uses either TLS or SSL for data in
transit. As an alternative to an MDM server, Microsoft Exchange administrators can use
ActiveSync to send a limited set of device management commands, such as lock and wipe or
kill device commands. To do this would enable OTA updates to be enabled, seeing as remote
lock or kill commands would need to be sent without VPN connectivity, which may expose the
network to unnecessary security risks.
Interviewers commented that there were security concerns over iPhone and the ability to
Jailbreak and extract Exchange ActiveSync (EAS) credentials 7. There were also concerns over
the impending growth in use of Android devices and the fact that they may have to support
them in future. One department highlighted that only Motorola devices had acceptable

7

Interview 1
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hardware encryption, whereas other Android devices did not 8. Another concern around
Internet routing was noted to be on the issue of split-tunneling 9 on Android and iOS devices,
which can expose the secure enterprise network to the public network and potentially result in
compromised information 10.

5.3 OS Mobile Enterprise Platform Assessment
As highlighted in section 4, a chain is only as strong as the weakest link. If on-device elements
in the Operating System display vulnerabilities, this could compromise elements all the way
back to the core network.
Therefore, the most suitable platforms for an enterprise and for UK public sector are devices
that support the most technical controls, or controls that can be enforced without the need
for user intervention. This mitigates the maximum amount of risk. Other procedural controls
are a manual function that either the user or IT needs to carry out in order to reduce
vulnerability and risk. What remains is the residual or real risk that cannot be mitigated by
either technical or procedural controls and represents a genuine threat.
Vulnerabilities by Operating System are divided into 3 core areas:

5.3.1



Physical Attacks: Extracting content from storage, device theft, exploitation via
physical interface e.g. USB port.



Software Attacks: exploitation of software implementation, exploitation of weak
cryptographic algorithms, compromise of enterprise infrastructure



Transport Attacks: Interception of Data in Transit/man-in-the-middle, exploitation via
wireless interface e.g. Bluetooth, Wi-Fi

BlackBerry
BlackBerry devices are supported on the BlackBerry Enterprise Server (BES) by a large number
of polices and are well supported in all three categories, leaving little in the way of residual
risk. A summary analysis is provided in Figure 4 below:

8

Interview 1

9

Split tunneling allows a VPN user to access a public network (e.g. the Internet) and a local LAN or
WAN at the same time, using the same physical network connection. This connection service is usually
facilitated through a program such as a VPN client software application
10

Interview 1
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Figure 4: BlackBerry OS Threat Analysis

Source: Strategy Analytics
Physical security is managed through enforcement of a broad set of BES IT policies that cover
the ability to enable or disable physical features from the USB port through to external and
internal storage memory. The only residual risks concern the time required to react to threats.
In terms of software vulnerabilities, cryptography for BlackBerry is comprehensive. The device
cannot be tampered with in order to alter or adapt security settings and there is no reliance on
a 3rd party VPN connection. The only residual risks that emerge come from RIM updating the
software to keep up-to-date with threats and for the individual IT department to be aware of
patches where required.
The end-to-end BlackBerry enterprise solution utilises AES and Triple DES encryption for data
in transit and it is very difficult to intercept data transport. Policy enforcement on BES can
mitigate other threats such as Wi-Fi and Bluetooth or Rich Text in Email.
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5.3.2

iOS
Typically management of iOS can either be handled through a combination of the iPhone
Configuration Utility, iTunes for updates on a dedicated provisioning terminal for updates (but
disabled for users), Exchange ActiveSync for sending remote wipe or kill commands and limited
policies to the device or an MDM server for more comprehensive device management.
A summary analysis is provided in Figure 5 below:
Figure 5: iOS Threat Analysis

Source: Strategy Analytics

Physical security is handled through a “Force Encrypted Backups” option. While password
parameters can be set (after a number of minutes) and data deleted after a certain number of
attempts, iOS 4 offered no options for password complexity, although this has since been
addressed in iOS 5. As iOS can be “Jail broken”, large numbers of files can still be accessible
from the device as the wired USB cannot be disabled and therefore bypassed. As with all
devices, the ability to remote lock, wipe or kill is dependent on the speed at which a device is
reported lost or stolen and acted upon.
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iOS devices use always-on storage encryption but this does not prevent contents being removed
from the device at rest as described. External network interfaces are vulnerable and access to
alternative third party apps in the App Store may employ weak cryptography. Access to iTunes
also represents vulnerability and would need to be controlled via MDM.
As the VPN may not always be connected, there are times when the device may be vulnerable
to a breach. Of more concern is the tendency in iOS for some network traffic to operate
outside the VPN even when configured not to do so. This can expose company data outside the
enterprise network either deliberately or accidentally. The inability to disable Wi-Fi also
means there are vulnerabilities to transport attacks.
5.3.3

Nokia Symbian S60
Nokia Symbian S60 devices can be managed using a variety of tools, from provisioning using the
Nokia Configuration Tool (NCT) through to Exchange ActiveSync and third party MDM solutions.
A summary analysis is provided in Figure 6.
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Figure 6: Nokia Symbian S60 Threat Analysis

Source: Strategy Analytics

Physical security is provided through Nokia File Encryption (NFE) to disable user storage and
media and encrypt content. MDM allows for various functions such as USB to be disabled and
the NCT can disable some elements at configuration such as removing Bluetooth from the
menu. User accounts can also be disabled until new passwords are provided and Exchange
ActiveSync allows for a variety of device management commands.
In terms of device management, there are some loopholes in OMA Device Management 11,
whereby a threat actor 12 can initiate OMA CP 13 commands to the device which bypasses the

11

OMA Device Management is a device management protocol specified by the Open Mobile
Alliance (OMA) Device Management (DM) Working Group and the Data Synchronisation (DS) Working
Group
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security model. Security settings for software are reasonably comprehensive but still fall short
of those offered by BlackBerry. If Internet traffic is not properly routed via an Internet
Gateway, the device can browse external sites, enabling untrusted downloads and exposure of
data to the public Internet.
There is a window in which the VPN is not active that can lead to gaps in transport security.
Nokia S60 devices use AES encryption and TLS/SSL for data-in-transit as well as IPsec for VPN.

12

Examples of threat actors include malicious users, organised crime groups, foreign governments,
terrorist groups or anyone looking to disrupt or damage an IT infrastructure.
13

OMA Client Provisioning is a device management protocol specified by the Open Mobile

Alliance (OMA) Device Management (DM) Working Group.
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5.3.4

Windows Phone 7
Microsoft Windows Phone 7 is heavily reliant on both third party providers to offer vital
security components and Exchange ActiveSync for IT policy management. A summary analysis is
provided in Figure 7:
Figure 7: Windows Phone 7 Threat Analysis

Source: Strategy Analytics

Physical security is a problem with Windows Phone 7, as the device does not support native
encryption. To mitigate that risk, it is not possible to “side load” data, however. WP7 does
support encryption standards such as AES, but makes it accessible for third parties for
application development. There is also no native VPN support. These capabilities need to be
provided by third parties. WP7 devices that support SD cards present a potential vulnerability
and USB port cannot be disabled.
In terms of software, the use of Zune presents potential access to a subset of sensitive data.
Third party apps may use weak cryptography, although the lack of security around data at rest
renders the entire platform vulnerable.
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The lack of native VPN means that WP7 needs to use a third party VPN, which is less than
ideal. Windows Marketplace can also not be disabled and while some threats are mitigated by
the prevention of side loading, the lack of VPN and encryption are not ideal.
5.3.5

Android
Android is not considered by CESG in its assessment of Operating Systems, but cannot be
ignored in any study as it is a growing smartphone platform. ‘Android presents in many ways
the greatest risk, but also the greatest opportunity if sufficient investment is performed; as
open source it means it offers the greatest set of vulnerabilities but could also be locked down
with effective and comprehensive device management. This would however require significant
investment in hardware and software development, and is out of reach for anyone other than
national governments.
A summary analysis is provided in Figure 8.
Figure 8: Android Threat Analysis

Source: Strategy Analytics
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There are many different versions of Android from Froyo to Honeycomb to Ice Cream
Sandwich, and they all have different capabilities. With Honeycomb (3.0) additional encryption
features were enabled. Android uses dm-crypt, which is a kernel feature that works at the
block device layer. It enables AES 128 encryption of data on the device. Different OEMs have
added additional security features. Motorola has added comprehensive features in this regard,
while others such as Samsung, LG and HTC are adding new security features as upgrades
progress.
Android supports multiple marketplaces as evidenced by Google’s own Play (Android) Store and
Amazon’s marketplace. This means apps are not subject to rigorous testing for encryption
standards. One of the biggest threats with Android concerns the ability to “root 14” a device.
Similar to “jail breaking”, “rooting” gives the user “Super User” administrator permissions and
allows for security to be switched off (s-off). This is a major issue to maintaining and securing
enterprise data. While MDM software can sometimes detect rooting and jail breaking, it cannot
circumvent its occurrence.
5.3.6

Operating System Summary
At present the discussion of other devices has been considered by CESG, but only RIM is
approved, along with Nokia Symbian S60 E5 and E72 using the Walled Garden architecture. The
relative strengths and weaknesses of each OS have been assessed and summarised in Figure 9.

14

Rooting on Android OS, Wikipedia, http://en.wikipedia.org/wiki/Rooting_(Android_OS)
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Figure 9: Strategy Analytics: Operating System Threat Analysis Summary

Source: Strategy Analytics

Some key points emerge from the analysis:


A single supplier providing an end-to-end architecture mitigates the maximum
amount of risk.



Encryption for data at rest and in transit is essential. Strong, third party evaluated,
encryption is best.



VPN solutions work well for the PC world, but have an impact on battery life and
leave vulnerability when not connected in the mobile world.



Poor setup or software implementation can render the most secure solutions
vulnerable.



An MDM server such as the BlackBerry Enterprise Server is essential to provide
sufficient support for IT policies.
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6 Mobile Enterprise Solution Total Cost of Ownership (TCO) Analysis
In order to better understand the cost of deploying the different network architectures and
devices outlined in this report, Strategy Analytics has undertaken a Total Cost of Ownership
(TCO) analysis of the two main architectures suggested by CESG: RIM BlackBerry Architecture
and Walled Garden model. Strategy Analytics assumed Year 1 and Year N costs; Year One
included all hardware setup costs and Year N the cost of running and maintaining the
architecture, mainly licensing, data plans, device refreshes, and related training and support
costs. Data was also divided into CAPEX (Capital Expenditure) and OPEX (Operation
Expenditure) costs. A sliding scale of equipment costs, licensing and other requirements were
put in place to understand the costs required to support a larger number of users, from 5 users
up to 10,000. It is well understood that smaller setups (50 or below) would likely use hosted
solutions or BESX 15, but this analysis was based on CESG guidelines to allow for scenario
planning and cost analysis.
Various criteria were covered in the analysis:


Strategy Analytics created the TCO Guidelines to highlight acceptable infrastructure
required for IL2.



All data was created assuming a new setup, excluding reuse of existing enterprise
components to ensure a like-for-like comparison.



Customer Feedback was incorporated where known, along with average pricing for
devices and tariffs running on BlackBerry and data plans for other devices (iOS,
Windows Phone etc.). Data Plans vary by operator and customer.



Premises-based equipment running on Separate LANs or vLANs as recommended in
CESG guidelines and required at IL3 has been assumed. Not running various network
elements e.g. Attachment Server or MDS on a separate server would drive down costs
for the BlackBerry solution, but as all customers were operating with separate
components this was split out.



Additional Architecture such as Firewalls or Routers assumes high availability.



Prices and Capabilities of MDM solutions vary. Prices supplied for Walled Garden MDM
based on average pricing of 3 solutions as established by Strategy Analytics. MDM CAL
prices can vary depending on volume and solution.



Scalable prices have been built into this model depending on number of users and
devices.



Tablet plans may or may not have a data plan element or service charge to be applied.

15

RIM offers BlackBerry Enterprise Server Express edition with no user limitations, for free. It has a
subset of BES policies, but only requires a data plan - not a BES plan.
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The model cannot measure intangible factors, such as the relevant security strengths
and weaknesses of the network setups and device operating systems, which are
comprehensively analysed in this report.

Figure 10: Overall TCO for Year 1 & Year N: BlackBerry & Walled Garden Architecture
(100 Users)
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Source: Strategy Analytics
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Figure 11: TCO per Device: BlackBerry & non-BlackBerry average (IOS, Android,
Windows Phone, Nokia Symbian S60) (100 Users)
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GBP 200
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Source: Strategy Analytics

The following findings emerged from the analysis:


BlackBerry offered a lower overall TCO across all user counts.



On a 100 user deployment it costs 39% more to deploy non-BlackBerry devices
using a ‘Walled Garden (WG)’ approach than BlackBerry devices in a BlackBerry
Enterprise Server (BES) deployment.



BlackBerry running costs after Year 1 are 14% lower than using a WG approach.



The TCO on a BlackBerry in a 100 user company operating to IL2 in Year 1,
factoring in all associated costs, is £294 ($454, €367) cheaper than an alternative
smartphone



BlackBerry devices are typically lower cost than other Android, iOS or Windows
Phone) Smartphones.



BlackBerry data plans are on average lower than alternative smartphone plans.



Fewer network elements are required for initial setup of BlackBerry network
architecture, resulting in lower CAPEX. Additional gateways, routers, firewalls and
a Reverse Proxy Server and additional network layers (Access and Presentation
Layer) are required for the Walled Garden setup.



Walled Garden Installation and setup costs are higher.



BlackBerry Support can be higher than alternative providers in the Walled Garden
approach, depending on the level of support.
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BlackBerry Enterprise Service Plans are higher cost.



MDM CALs (Client Access Licenses) are typically higher cost than BES CALs

Overall, most outgoings tend to be telecom expenses such as data plans on corporate liable
devices and software licensing costs for device management server licenses and CALs. These
are often recurring expenses, although some MDM and CALs are perpetual licenses that can
provide variables in the model, meaning they would factor into Year One, but not Year N.
Figure 12: Breakdown of Costs by Type: Year 1 & Year N
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Source: Strategy Analytics
Moving to a BYOD model would reduce the device costs in Year 1 and replacements in Year N
but this is a smaller overall portion. Offloading the costs of data plans and carrier contracts to
end users would have a much more significant bearing on costs. However, if users were to
expense or partially expense their costs then this would have a cost bearing on an organisation
and potentially raise the cost of running a BYOD setup. Moreover it may result in a need to
shift to a higher tariff to account for increased usage, which would have a cost bearing on both
the user and the company of reimbursement was offered as an option.

However, the cost of training, support, CALs and extra network elements
means that supporting multiple OS devices with an alternative MDM
solution to BES would still be more expensive to set up and run.
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There are a number of ways the TCO of either solution could be lowered, but that would entail
compromising security elements i.e. compartmentalising LAN elements reduces the threat to
the core network and also sit outside current CESG guidance:
Strategy Analytics suggests the following for lowering TCO further:


Run network elements such as Attachment Server, MDS etc. on same LAN or server.
This increases risk but would save on Year One hardware costs.



Virtualising the environment allows for reducing the server footprint required.



Lowering availability by compromising on backup servers/server resilience would also
lower costs.



Operating the environment as an Outsourced/managed service to lower training and
support costs (although the tipping point at 100 users means it is more cost-effective
to do this as premises based.) Three-quarters of Interviewees in the UK public sector
were managing IT in-house, with one quarter utilising outsourced IT operations. The
cost of using outsourced IT operations was higher than the others 16.

An environment that includes BYOD may appear to drive down cost, but as
Strategy Analytics’ research shows, IT policy enforcement on personal
liable devices lags enforcement on corporate liable devices (see Figure 13).
There may also be legal ramifications to allowing personal device access in
terms of what content can be deleted by an IT department.

16

Interview 2
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Figure 13: Which mobile IT policies do you require on individually liable devices?

Source: Strategy Analytics 2011 End User Research
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7 Recommendations
Building an optimal enterprise mobility solution is a challenging task. This is even more so the
case with the UK government, where a number of impact levels are designed to safeguard
valuable information. What emerges from the analysis is that the optimal solution requires a
carefully considered view of the complete end-to-end enterprise mobility solution: the
network architecture, connectivity between the core network and device endpoint, as well as
the device and Operating System itself. The optimal solution encompasses a layered security
approach, based on the premise that a chain is only as strong as its weakest link. A solution
should incorporate high level cryptographic standards such as AES 256 and/or Triple DES and
can take account for securing data in transit and data at rest. Device Operating Systems must
be secured using comprehensive device management, encompassing a comprehensive range of
IT polices that can be enforced through a central, administrative console. Devices themselves
need a high number of technical controls that do not require user intervention and can be
administratively controlled; a reliance on procedural or manual controls opens the way for a
higher degree of residual risk.
The direction the government is taking will also open up Bring Your Own Device (BYOD) in an
attempt to save on hardware costs (by offloading costs to users), and handle the increasing
pressure that departments are facing for support for a range of other devices. As one
interviewee described the pressure from consumer devices, “We are holding the line, but it’s
getting harder to handle.” 17
The enterprise mobility landscape is fraught with opportunity and risk,
which in many ways mirrors the challenge that IT departments face: one of
enablement as well as control.

17

Interview 2
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While BYOD offers the possibility to drive down cost, maximise reuse of resources and optimise
worker efficiency, this is not necessarily a given as securing multiple platforms and users is
complex and expensive and this should not happen at the expense of security. Also while BYOD
may be an irresistible trend, it may not necessarily result in positive cost savings. Strategy
Analytics enterprise mobility TCO analysis encourages an understanding of the cost to support
multiple devices with multiple operating systems over several years. The cost of setting up and
managing devices using Walled Garden architecture is more expensive than using a BlackBerry
set-up and this is before analysing technical and procedural controls required on the platform.
There may be scope for new Mobile Device Management providers to offer
services in this new heterogeneous device environment, and as a core
supplier to the UK government, it will place even more emphasis and
importance on RIM’s next generation BES, BlackBerry Mobile Fusion which
commercially launched in April 201219 that supports other Operating
Systems such as iOS and Android. However, the security of information will
still remain critical and the necessary architecture, device and application
management safeguards required to be in place to realise this vision.
In summary Strategy Analytics would suggest the following:


Consider all costs associated with deploying an end-to-end solution: this includes
network architecture, transport and device OS capabilities. This includes reuse of
existing network resources. Often optimising an existing setup can be more costeffective than changing the setup completely. For example it is cheaper to add
BlackBerry Mobile Fusion to an existing BES environment than move to Walled
Garden architecture with a new MDM provider? Weigh those against the
enablement criteria required for your particular department.



BYOD may appear to be a quick and easy way to drive greater productivity and
efficiency as well as drive down cost, but the cost of managing these solutions can
actually result in many hidden costs when the end-to-end solution is considered.



Training is a key cost factor that needs to be considered when deploying an
enterprise mobility solution. If the UK government changes the criteria for devices,
consider the costs of not only making changes and supporting multiple platforms,
but also hidden costs and time constraints involved in training.



OEMs and device OS manufacturers need to ensure greater technical controls on
their platforms to limit platform vulnerabilities. While BlackBerry remains the
enterprise benchmark and iOS has progressed well with iOS 5, most Operating
Systems, especially Windows Phone and Android have a long way to go to be
considered viable options.

In summary, Strategy Analytics found that the costs of utilising the BlackBerry solution not
only provided the most secure platform but also the lowest TCO when considering all
elements of the network, required device management and the devices themselves running at
IL2.
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7.1 Contact the author of this report:
To explore this topic in more detail or to hear how our solutions (Workshops, Presentations,
Consulting

engagements,

annual

multi-client

services)

www.strategyanalytics.com/solutions.html
To contact the author of this report:
Andrew Brown using abrown@strategyanalytics.com
Phone (UK): +44 1908 423 630
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